IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

FUCANTS: Hanneletal. 

APPUCATION NO.: 10/019,101 

FILED: December 20, 2001 

TITLE: Query Interface to Policy Server 

EXAMINER: Leroux 

ART UNIT: 2161 

ATTY.DKT.NO.: PA3545US 

CERTIFICATE OF MAILING UNDER 37 C.F.R. § 1.8 

I hereby certify this correspondence is being deposited with the U.S. Postal Service as first 
class mail in an envelope addressed to Mail Stop RCE, Commissioner for Patents, P.O. 
Box 1450, Alexandria, VA 22313-1450 on March 1, 2006. 



By: 




Keimeth M. Kaslow 



MAIL STOP RCE 
COMMISSIONER FOR PATENTS 
P.O. BOX 1450 

ALEXANDRIA, VA 22313-1450 

SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT 
Under 37 C.F.R. §§ 1.56, and 1.97-1.98 

SIR: 

Pursuant to the provisions of 37 C.F.R. §§ 1.56 and 1.97-98, enclosed herewith is 
form PTO-SB-08 listing several references. A copy of each patent reference is no longer 
submitted pm-suant to the OG Notice of August 5, 2003. A copy of the cited non-patent 
and foreign references are not produced as tiiose particular references have been 
previously produced in the parent applications -U.S. patent application niunber 



Qf^lQli^^ and 091710,277', the present application claims priority benefit to application 
numbers 09/034,507 and 09/720,277 under 35 U.S.C. § 120. As such, a copy of these 
references are not provided pursuant to 37 C.F.R. § 1.98(d). 

The Examiner is requested to make fliese references of official record in tfie 
application. The references cited may be material to examination of the application and 
are submitted in compliance with Applicant's duty of disclosure as defined by 37 C.F.R. 
§ 1.56. 



Respectfully submitted, 
Clifford L.Hanneletal. 



March 1,2006 By: ^^^^<fl^ jZC'^*-^ 



Kenneth M. Kaslow, Reg. No. 32,246 

Can- & Ferrell LLP 

2200 Ceng Road 

Palo Alto, California 94303 

Telephone: 1.650.812.3400 

Facsimile: 1.650.812.3444 



2 




PTO/SB/08A (08-03) 
Approved for use through 07/31/2006. 0MB 0651-0031 

r.M^.*^ D M A U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

naer the Paperwork Reduction Act of 1995. no persons are requi red to respond to a collection of information unless it contains a vatid OMB control numbe r 



Substitute for form 1449/PTO 



INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

(Use as many sheets as necessary) 



Sheet 



TTTT 



Complete if Known 



Application Number 



Filing Date 



First Named Inventor 



Art Unit 



Examiner Name 



Attomey Pocket Number 



10/019,101 



December 20, 2001 



Hannel et al. 



2161 



Leroux 



PA3545US 







U. S. PATENT DOCUMENTS 


Examiner 


Cite 
1 

No. 


Document Number 


Publication Date 


Name of Patentee or 


Pages, Columns, Lines, Where 


Initials* 


Number-Kind Code' 


MM-DD-YYYY 


Applicant of Cited Document 


Relevant Passages or Relevant 
Figures Appear 






"^4919545 


04-24-1990 


Yu 








"^4956769 


09-11-1990 


Smith 








us- 4961 224 


10-02-1990 


Yung 








5012405 


04-30-1991 


Nishikado et al. 








51 17349 


05-26-1992 


Tiffing et al. 








5220604 


06-15-1993 


Gasser et al. 








us- 5249230 


09-28-1993 


Mlhm et al. 








us- 52631 57 


11-16-1993 


Jam's 








us- 52631 58 


11-16-1993 


Janis 








us- 5263165 


11-16-1993 


Janis 








us- 5265221 


11-23-1993 


Miller 








5276735 


01-04-1994 


Boebert et al. 








us- 5276870 


01-04-1994 


Shan et al. 








us- 5276901 


01-04-1994 


Howell et al. 








us- 5335346 


08-02-1994 


Fabbio 








us- 5423034 


06-06-1995 


Cohen-Levy et al. 








us- 5438508 


08-01-1995 


Wyman 








us- 5442342 


08-15-1995 


Kung 








us- 5446903 


08-29-1995 


Abraham et al. 





FOREIGN PATENT DOCUMENTS 


Examiner 
Initials- 


Cite 
No.' 


Foreign Patent Document 


Publication 
Date 
MM-DD-YYYY 


Name of Patentee or 
Applicant of Cited Document 


Pages, Columns, Lines, 
Where Relevant Passages 
Or Relevant Figures Appear 




Country Code' "Number* "Kind Code^(/f/c/7ow77) 






UK 2317539 


03-25-1998 


Secure Computin 










WO 96/05549 


02-22-1996 


Internet Dyn. 










WO 97/00471 


01-03-1997 


Checkpoint Soft 










WO 00/00879 


01-06-2000 


Internet Dyn. 










EP 0736827 


10-09-1996 


Hewlett Packard 




L 
















Signature 


1 Date 1 
1 Considered | 



USPTO Patent Documents at www.uspto.qov or MPEP 901.04. Enter Office that Issued the document, by the two-letter code (WlPO Standard ST 3) * For 
Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. *Kind of document by 
the appropriate symbols as indicated on the document under WlPO Standard ST.16 if possible. ® Applicant is to place a check mark here if English lanauaae 
Translation is attached. ** 
This collection of information is required by 37 CFR 1 .97 and 1 .98. The information is required to obtain or retain a benefit by the public which is to file (and by the 
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to complete, 
including gathering, preparing, and submitting the completed application fomi to the USPTO. Time will vary depending upon the individual case. Any comments 
on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer U S Patent 
and Trademari< Office, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COIVIPLETED FORMS TO THIS ADDRESS. SEND 
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the fonn. call 1'800-PTO-9199 (1-800-786-9199) and select option 2. 



r 



PTO/SB/08A (08-03) 
Approved for use through 07/31/2006. OMB 0651-0031 
I • ^ n « ^ ■ A ^"^ Trademark Office: U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995. no persons are required to respond to a collection of information unless it contains a valid OMB oontrpl number 



Substitute for form 1449/PTO 



INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

{UsQ as many sheets as necessary) 



V Shi^^t I 2" 



Complete if Known 



Application Number 



Filing Date 



First Named Inventor 



Art Unit 



Examiner Name 



10/019,101 



December 20, 2001 



Hannel et at. 



2161 



Leroux 



J2L 



Attomey Docket Number 



PA3545US 





U. S. PATENT DOCUMENTS 


Examiner 
Initials* 


Cite 
No. 


Document Number 


Publication Date 


Name of Patentee or 


Pages, Columns. Lines, Where 


Number-Kind Code^^*™*^ 


MM-DD-YYYY 


Applicant of Cited Document 


Relevant Passages or Relevant 
Figures Appear 






5455945 


10-03-1995 


VanderDrift 








^^"5455953 


10-03-1995 


Russell 








us- 5534855 


07-09-1996 


Shockley et al. 








^^"5553282 


09-03-1996 


Parrish et al. 








^^'5568613 


10-22-1996 


Futral 








^^'5652787 


07-29-1997 


O'Kelly 








us- 5675782 


10-07-1997 


Montague et al. 








us- 5696898 


12-09-1997 


Baker et al. 








us- 5701458 


12-23-1997 


Bsaibes et al. 








us- 5706427 


01-06-1998 


Tabuki 








us- 5721908 


02-24-1998 


Lagarde et al. 








us- 5720023 


02-17-1998 


Rutland et al. 








us- 5720033 


02-17-1998 


Deo 








us- 5729734 


03-17-1998 


Parker et al. 








us- 5752245 


05-12-1998 


Parrish et al. 








us- 5758083 


05-26-1998 


Singh et al. 








us- 5771291 


06-23-1998 


Newton et al. 








us- 












us- 













FOREIGN PATENT DOCUMENTS 


Examiner 
Initials* 


Cite 
No.' 


Foreign Patent Document 


Publication 
Date 
MM-DD-YYYY 


Name of Patentee or 
Applicant of Cited Document 


Pages, Columns, Lines, 
Where Relevant Passages 
Or Relevant Rgures Appear 




Country Code^ "Number ^ 'Kind Code^ (if known) 

















































































Examiner 
Signature 

mMlNER: 



Date 

Considered 



EXAMINER: Initial if reference considered, whether or not citation is In conformance with MPEP 609. Draw line through citation if not in conformance and not 
P^^J?®^*^- ^°Py ^'^^ communication to applicant ' Applicant's unique citation designation number (optional). ^See Kinds Codes of 

USPTO Patent Documents at www.uspto.qov or MPEP 901. CM. ' Enter Office that issued the document, by the two-letter code (WlPO Standard ST 3) * For 
Japanese patent documents, the Indication of the year of the reign of the Emperor must precede the serial number of the patent document. *Kind of document by 
the appropnate symbols as indicated on the document under WlPO Standard ST.16 If possible. 'Applicant is to place a check mark here if English lanauage 
Translation is attached. » » 

This collection of information Is required by 37 CFR 1 .97 and 1 .98. The information is required to obtain or retain a benefit by the public which is to file (and by the 
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to complete 
including gathenng. prepanng, and submitting the completed application fomi to the USPTO. Time will vary depending upon the individual case. Any comments 
on the amount of time you require to complete this forni and/or suggestions for reducing this burden, should be sent to the Chief Infomiation Officer U S Patent 
andTfademarkOffice.P.O. Box 1450, Alexandria. VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS SEND " 
TO: Commissioner fbr Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the fonn, call 1-800'PTO'9199 (l-SOO-jee-QigQ) and select option 2. 



r 



PTO/SB/08A (08-03) 
Approved for use through 07/31/2006. 0MB 0651-0031 
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995. no persons are required to respond to a collection of infonnation unless it contains a valid 0MB control numbe r 



Sut)stitute for fbmi 1449/PTO 



Complete if Known 



Application Number 



INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

(Use as many sheets as necessary) 



Filing Date 



First Named Inventor 



Art Unit 



Examiner Name 



I Of I 7 



Attomey Docket Number 



10/019,101 



December 20, 2001 



Hannel et al. 



2161 



Leroux 



PA3545US 







U. S. PATENT DOCUMENTS 


Examiner 
Initiats* 


Cite 
No.^ 


Document Number 


Publication Date 


Name of Patentee or 


Pages, Columns, Lines, Where 


Number-Kind Code*''"™*^^ 


MM-DD-YYYY 


Applicant of Cited Document 


Relevant Passages or Relevant 
Figures Appear 






^^■5774650 


06-30-1998 


Chapman et al. 








5787427 


07-28-1998 


Benantar et al. 








us- 5787428 


07-28-1998 


Hart 








^^■5793964 


08-11-1998 


Rogers et al. 








^^"5796951 


08-18-1998 


Hamner et al. 








^^•5826010 


10-20-1998 


Joseph et al. 








us- 5828832 


10-27-1998 


Holden et al. 








us- 5828833 


10-27-1998 


Belville et al. 








us- 5835726 


11-10-1998 


Shwed et al. 








us- 5841970 


11-24-1998 


Tabuki 








us- 5859978 


01-12-1999 


Sonderegger et al. 








us- 5862325 


01-19-1999 


Reed et al. 








us- 5864683 


01-26-1999 


Boebert et al. 








us- 5898830 


04-27-1999 


Wesinger, Jr. et al. 








us- 591 1143 


06-08-1999 


Deinhart et al. 








us- 5911776 


06-15-1999 


Guck 








us- 5931917 


08-03-1999 


Nguyen et al. 








us- 5941 947 


08-24-1999 


Brown et al. 








us- 5951649 


09-14-1999 


Dobbins et al. 









FOREIGN PATENT DOCUMENTS 


Examiner 
Initials* 


Cite 
No.' 


Foreign Patent Document 


Publication 
Date 
MM-DD-YYYY 


Name of Patentee or 
Applicant of Cited Document 


Pages. Columns, Lines. 
Where Relevant Passages 
Or Relevant Figures Appear 




Country Code' 'Number* 'Kind Code^ (if known) 




































































■ 1 1 














Signature 
•EXAMINER 


1 Date 

1 Considered 



considered. Include copy of this fomi with next communication to applicant. ' Applicant's unique citation designation number (optional). ^See Kinds Codes of 
USPTO Patent Documents at www.uspto.Qov or MPEP 901.04. ' Enter Office that issued the document, by the two-letter code (WlPO Standard ST.3). * For 
Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. ^Kind of document by 
the appropriate symbols as indicated on the document under WlPO Standard ST.16 if possible. ^Applicant is to place a check mark here If Enalish lanauaae 
Translation Is attached. » » » 

This collection of infonnation is required by 37 CFR 1 .97 and 1 .98. The Information is required to obtain or retain a benefit by the public which is to file (and by the 
USPTO to process) an application. Confidentiality Is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to complete, 
including gathering, preparing, and submitting the completed application fomi to the USPTO. Time will vary depending upon the individual case. Any comments 
on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer U S Patent 
andTrademarkOffice. P.O. Box 1450. Alexandria. VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS SEND 
TO: Commissioner for Patents. P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the fonm, call 1-800'PTO-9199 (1-800-786-9199) and select option 2. 



PT0/SB/D8A (08-03) 
Approved for use through 07/31/2006. 0MB 0651-0031 

..J *uo . . r.r. U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Papenwork Reductron Act of 1995. no persons are required to respond to a collection of information unless it contains a valid OMB control number 



Substitute for fomi 1449/PTO 



Complete if Known 



Application Number 



INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

(Use as many sheets as necessary) 



Filing Date 



First Named Inventor 



Art Unit 



^ Shf^At I 4 



Examiner Name 



J2L 



Attomey Docket Number 



10/019,101 



December 20, 2001 



Hannel et al. 



2161 



Leroux 



PA3545US 







U. S. PATENT DOCUMENTS 


Examiner 
Initials* 


Cite 
No. 


Document Number 

Number-Kind Code^''***^ 


Publication Date 
MM-DD-YYYY 


Name of Patentee or 
Applicant of Cited Document 


Pages. Columns. Lines, Where 
Relevant Passages or Relevant 
Figures Appear 






^^•5956715 


09-21-1999 


Glasser et al. 








^^■5987611 


11-16-1999 


Freund 








us- 5991 807 


11-23-1999 


Schmidt et al. 








61 78505 


01-23-2001 


Schneider et al. 








^^■6253251 


06-26-2001 


Benantar et al. 








6408336 


06-18-2002 


Schneider et al. 








us- 6785728 


08-31-2004 


Schneider et al. 








US- 












US- 












us- 












us- 












us- 












us- 












us- 












us- 












us- 












us- 












us- 












us- 













FOREIGN PATENT DOCUMENTS 


Examiner 
Initials* 


Cite 
No.' 


Foreign Patent Document 


Publication 
Date 
MM-DD-YYYY 


Name of Patentee or 
Applicant of Cited Document 


Pages, Columns, Lines, 
Where Relevant Passages 
Or Relevant Figures Appear 




Country Code'-Number^-Kind Code'(«f/rnoi*n) 



















































































Examiner 
Signature 

•EXAMINER: 



Initial if reference considered, whether or not citation is In confonnance with MPEP I 



Date 

Considered 



^ , , J ,»u. * * ... ... 1 Draw line through citation if not in confonnance and not 

f?ol^^^^- '"^'il^® °^ '^^^ communrcatjon to applicant. ' Applicant's unique citation designation number (optional). 'See Kinds Codes of 

USPTO Patent Documents at www.uspto.qov or MPEP 901.04. ^ Enter Office that issued the document, by the two-letter code (WlPO Standard ST 3) * For 
Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. *Kind of document bv 
the appropriate symbols as indicated on the document under WlPO Standard ST.16 if possible. ® Applicant is to place a check marie here if English lanquaae 
Translation is attached. » » 

information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the public which is to file (and bv the 
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to complete 
including gathering, preparing, and submitting the completed application fomi to the USPTO. Time will vary depending upon the individual case Any comments 
on the amount of «me you require to complete this fom and/or suggestions for reducing this burden, should be sent to the Chief Information Officer. U.S. Patent 
and Trademarie Office, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS SEND 
TO: Conimissloner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the fonn, call 1-B0O-PTO-9199 (1-800-786-9199) and select option 2. 



/substil 



PTO/SB/08B (08-03) 
Approved for use through 07/31/2006. 0MB 0651-0031 
, , J r> r» ^ . . , 'J S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995. no persons are required to respond to a collection of infomnation unless it contains a valid OMB contml n..mh^r 



Substitute for form 1449/PTO 



INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

{UsB as many sheets as necessary) 



Complete if Known 



Application Number 



Filing Date 



First Named Inventor 



Art Unit 



Examiner Name 



10/019,101 



December 20, 2001 



Hannel et al. 



2161 



Leroux 



\ Sheet I 5 I of I 7 



Attorney Docket Number 



PA3545US 



NON PATENT LITERATURE DOCUMENTS 


Examiner 
Initials* 


Cite 
No.^ 


Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of 
the item (book, magazine, joumal, serial, symposium, catalog, etc.), date, page(s). volume-issue 
number(s), publisher, city and/or country where published. 


1 






AZIZ et al., "Simple Key-Management for Intemet Protocols (SKIP) " 








RINGEY et al., "Remote Authentication Dial In User Service (RADIUS)." RFC 
2138 Aoril 1997 








MARRIOTT et al., "Management Policy Service for Distributed Systems." 
IEEE 1996 








FORD, William, "Administration in a Multiple Policy/Domain Environment: 
The Administration and Melding of Disparate Policies," IEEE 1995. 








SANDHU et al., "Access Control: Principles and Practice,' IEEE 
Communications Magazine, September 1994. 








HERZOG, Shai, "Local Policy Modules (LPM): Policy Enforcement for 
Resource Reservation Protocols," Internet Draft, June 1996. 








"Access Control List View for Objects," IBM Technical Disclosure Bulletin. Vol. 
35, Issue 5, October 1992. 








MARRIOTT et al, "Implementation of a Management Agent for Interpreting Obligation 
Policy." lEEE/IFIP 7th Infl Workshop on Distributed Operations and Management, 1996. 






EDWARDS, K., "Policies and Roles in Collaborative Applications," Proc. of the 
ACM 1996 Conf. on Computer Supported Cooperative Work, Nov. 1996. 












Examiner 
Signature 


Date 1 j 
Considered | | 



considered. Include copy of this form with next communication to applicant. 



/ line through citation if not in confomiance and not 




f the USPTO 

^^^Hflir^Vr^^""^' ^""^ submitting the'con^leted application fomi to the USPTO; Time vv,irv7n;7ependi^g ^^^^^^^ i^drvidur,^se.'Ar^^^^ the 
amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information oS U S Paten^^ 
Tmdemaric Office, P.O. Box 1450. Alexandria. VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO ThTs ADDRESS SEND Ta' 
Commissioner for Patents. P.O. Box 1450, Alexandria, VA 22313-1450. ""<=oo. ocnu lu. 



If you need assistance in completing the fonn, call ISOO-PTO-mg (1-800-786-9199) and select optton 2. 



/su 



PTO/SB/08B (08-03) 
Approved for use through 07/31/2006. 0MB 0651-0031 
I inHor D«r.^«..«^ D M ^- A . s.r.r.. Trademari( Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995. no persons are required to respond to a collection of {nformation unless it contains a valid QMB coritrormimhnr 



Substitute for form 1449/PTO 



INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

(Use a$ many sheets as necessary) 



Complete if Known 



Application Number 



Filing Date 



First Named Inventor 



Art Unit 



Examiner Name 



10/019,101 



December 20, 2001 



Hannel et al. 



2161 



Leroux 



Attorney Docket Number 



PA3545US 



NON PATENT LITERATURE DOCUMENTS 


Examiner 
Initials* 


Cite 
No.^ 


Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of 
the item (book, magazine, journal, serial, symposium, catalog, etc.). date, page(s), volume-issue 
number(s). publisher, city and/or country where published 


1 






LAMPSON et al., "Authentication in Distributed Systems: Theory and Practice," 
Proc. of the 13th ACM Symp. on Operating Systems PrinclDles Oct 1991 








GLADNEY, H., "Access Control for Large Collections," ACM Trans, on 
Information Svstems Vol 1 5 No ? Anr 1 qq7 








SHEN et al., "Access Control for Collaborative Environments," Conf. 

Proc. on ComDUter-SuDDOrtprl nnllphnr?jfi\/a Wnrl^ AP^/I K\r\\i 10Q0 








REITER et al., "Integrating Security in a Group Oriented Distributed 

System," Proc. of Research in Security & Privacy, 1992, IEEE Mav 1992 
■ ■ 1 1 L 


u 






"Checkpoint FireWall-1," White Paper, Version 2.0, June 1995. 


— 






YU, C. "Access Control and Authorization Plan for Customer Control of Network Services." 
IEEE Global Telecommunications Conference and Exhibition, Vol. 2, Nov. 1989. 








TOY, M., "AT&T's Electronic Mail Service for Government 
Users-FTS2000MAIL," Globecom '92, IEEE, Vol. 2, Dec. 1992. 








"Commercial Firewalls and Related FW Products," IVIarch 1996. 








"Five Domains of Network Security: Technical Overview of the Eagle." Jan 
1997. 








"Firewalls and Security Related Information" 




Examiner 
Signature 


1 Date 1 1 
1 Considered | 1 



considered. Include copy of this fonm with next communication to applicant. 



inot 




Mhe USPTO 

gathering preparing, and submitting the'compleled application fomi to'theVsPTO.' Time ^Jiirvl^J^ependinrup^^^ indrviduTwse "XJv aTmmente^ the 
amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer U S Patent and 
Trademari( Office. P.O. Box 1450. Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS SEND Ta' 
Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450 



\fyou need assistance in compieting the fonn, calt 1 '800-970-9199 (1-800-786-9199) and seiect option 2. 



PTO/SBy08B (08-03) 
Approved for use through 07/31/2006. 0MB 0651-0031 
II -i « ^ « . . U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995. no persons are required to respond to a collection of information unless it contains a valid QMS control mimhAr 



Substitute for form 1449/PTO 



INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

(Use as many sheets as necessary) 



Complete if Known 



Application Number 



Filing Date 



First Named Inventor 



Art Unit 



Examiner Name 



10/019,101 



December 20, 2001 



Hannel et al. 



2161 



Leroux 



\Sheet I 7 



of 



Attorney Docl^et Number 



PA3545US 





NON PATENT LITERATURE DOCUMENTS 


Examiner 
Initials* 


Cite 
No.^ 


Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of 
the item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s). volume-issue 
number(s), publisher, city and/or country where published. 


1 






"Checkpoint FireWall-1." Metadigm Ltd., 1996. 








Computer Dictionary. 2d ed., Microsoft Press, Redmond, Washington, p. 215 
Oct 1993 » ' 




































































Examiner 
Signature 


Date 1 
Considered | 



considered. Include copy of this form with next communication to applicant. 




! USPTO 

gathering preparing, and submitting the'com^leted application fomi to theVsPTO." Time wilfvaTiJ^epend^ indrviduTi^saTny wm^^^ the 

amount of tme you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer U S Patent and 
Trademark Office. P.O. Box 1450. Alexandria. VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS SEND TO- 
Commissioner for Patents, P.O. Box 1450. Alexandria, VA 22313-1450. 



If you need assistance in compteting ttte form, caii 1-800-970-9199 (1-800-786-9199) and select optton 2. 




PTO/SB/08A (08-03) 
Approved for use through 07/31/2006. 0MB 0651-0031 
1 1 ^ *u « « ^ . P^*®"* Trademark Office: U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1 995. no persons are required to respond to a cotiection of information unless it contains a valid OMB control niimhpr 



Sut)stitute for form 1449/PTO 



INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

(Use as many sheets as necessary) 



Complete if Known 



Application Number 



Filing Date 



First Named Inventor 



Art Unit 



Examiner Name 



Attorney Docket Number 



10/019,101 



December 20, 2001 



Hannel et al. 



2161 



Leroux 



PA3545US 



Examiner 
Initials* 


Cite 
No. 


Document Number 
Number-Kind Code^''**^ 


U S PATPNT 

Publication Date 
MM-DD-YYYY 


Name of Patentee or 
Applicant of Cited Document 


Pages, Columns, Lines, Where 
Relevant Passages or Relevant 






^^'4919545 


04-24-1990 


Yu 








4956769 


09-11-1990 


Smith 








4961 224 


10-02-1990 


Yuna 








5012405 


04-30-1991 


Nishilcfirln pt ti\ 








^^'5117349 


05-26-1992 


Tirfino ©t al 








us- 5220604 


06-15-1993 


Gasser et al 








"8-5249230 


09-28-1993 


Mihm et al. 








us- 52631 57 


11-16-1993 


Janis 








us- 52631 58 


11-16-1993 


Janis 








us- 52631 65 


11-16-1993 


Janis 








us- 5265221 


11-23-1993 


Miller 








"^5276735 


01-04-1994 


Boebert et al. 








5276870 


01-04-1994 


Shan et al. 








us- 5276901 


01-04-1994 


Howell et al. 








us- 5335346 


08-02-1994 


Fabbio 








us- 5423034 


06-06-1995 


Cohen-Levy et al. 








us- 5438508 


08-01-1995 


Wyman 








"S- 5442342 


08-15-1995 


Kung 








us- 5446903 


08-29-1995 


Abraham et al. 









FOREIGN PATENT DOCUMENTS 


Examiner 
Initials* 


Cite 
No/ 


Foreign Patent Document 


Publication 
Date 
MM-DD-YYYY 


Name of Patentee or 
Applicant of Cited Document 


Pages. Columns, Lines, 
Where Relevant Passages 
Or Relevant Figures Appear 








Country Code' "Number^ 'Kind Code'^ {if known) 








UK 2317539 


03-25-1998 


Secure Computin 










WO 96/05549 


02-22-1996 


Internet Dyn. 










WO 97/00471 


01-03-1997 


Checkpoint Soft 










WO 00/00879 


01-06-2000 


Internet Dyn. 










EP 0736827 


10-09-1996 


Hewlett Packard 




L 












i 


Signature 
•EXAMINER 




Date 1 \ 
Considered 1 

\Ai Una tKpAii/>iK mtoti^M If ^^m<^__>_^ ■ a 



<»nsiderwl. Include copy of this fomn with next communication to applicant. ' Applicant's unique citation designation number (optional). ^See Kinds Codes of 
USPTO Patent Documents at www.uspto.qov or MPEP 901.04. Enter Office that Issued the document, by the two-letter code (WlPO Standard ST 3) * For 
Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. ^Kind of document by 
the appropnate symbols as Indicated on the document under WlPO Standard ST.16 if possible. ^Applicant is to place a check mark here if English lanauaoe 
Translation is attached. 

This collection of information is required by 37 CFR 1 .97 and 1 .98. The information is required to obtain or retain a benefit by the public which is to file (and by the 
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to complete 
including gathenng. preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments 
on the amount of time you require to complete this fomi and/or suggestions for reducing this burden, should be sent to the Chief Information Officer U S Patent 
andTrademarkOffice. P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS SEND ' 
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1'800-PTO'9199 (1-800-786-9199) and select option 2. 



PTO/SB/08A (08-03) 
Approved for use through 07/31/2006. 0MB 0651-0031 
U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995. no persons are required to respond to a collection of information unless it contains a valid 0MB control number 



Substitute for torn 1449/PTO 



V Sheet I 2 



INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

(Use as many sheets as necessary) 

[ flf I 7 I 



Complete if Known 



Application Number 



Filing Date 



First Named Inventor 



Art Unit 



Examiner Name 



10/019,101 



December 20, 2001 



Hannel et al. 



2161 



Leroux 



Attomey Docket Number 



PA3545US 



U. S. PATENT DOCUMENTS 


Examiner 
Initials* 


Cite 
No. 


Document Number 


Publication Date 
MM-DD-YYYY 


Name of Patentee or 
Applicant of Cited Document 


Pages. Columns, Lines, Where 
Relevant Passages or Relevant 
Figures Appear 


Number-Kind Code""™^ 






"^■5455945 


10-03-1995 


VanderDrift 








5455953 


10-03-1995 


Russell 








"S- 5534855 


07-09-1996 


Shockley et al. 








"^■5553282 


09-03-1996 


Parrish et al. 








5568613 


10-22-1996 


Futral 








5652787 


07-29-1997 


O'Kelly 








US- 5675782 


10-07-1997 


Montague et al. 








us- 5696898 


12-09-1997 


Baker et al. 








"s- 5701458 


12-23-1997 


Bsaibes et al. 








"S- 5706427 


01-06-1998 


Tabuki 








572 1908 


02-24-1998 


Lagarde et al. 








"^5720023 


02-17-1998 


Rutland et al. 








5720033 


02-17-1998 


Deo 








us- 5729734 


03-17-1998 


Parker et al. 








us- 5752245 


05-12-1998 


Parrish et al. 








us- 5758083 


05-26-1998 


Singh et al. 








us- 5771 291 


06-23-1998 


Newton et al. 








US- 












US- 









FOREIGN PATENT DOCUMENTS 


Examiner 
Initials* 


Cite 
No.^ 


Foreign Patent Document 


Publication 
Date 
MM-DD-YYYY 


Name of Patentee or 
Applicant of Cited Document 


Pages. Columns, Lines, 
Where Relevant Passages 
Or Relevant Figures Appear 




Country Code' "Number* Kind Code' (if Renown) 


















































































f 



1 Examiner 




Date 




1 Signature 




Considered 





considered. Include copy of this fomi with next communication to applicant. ^Applicant's unique citation designation number (optional). ^See Kinds Codes of 
USPTO Patent Documents at www.uspto.oov or MPEP 901.04. ^ Enter Office that issued the document, by the two-letter code (WlPO Standard ST.3). * For 
Japanese patent documents, the Indication of the year of the reign of the Emperor must precede the serial number of the patent document. *Kind of document by 
the appropriate symbols as indicated on the document under WlPO Standard ST.16 if possible. ^Applicant Is to place a check mark here If English language 
Translation is attached. 

This collection of infomiation is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the public which is to file (and by the 
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to complete, 
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments 
on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U S. Patent 
and Trademark Office, P.O. Box 1450. Alexandria. VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS SEND 
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

ffyou need assistance in completing the fonv, call 1-800-PTO-9199 (1-d00'786'9199) and select option 2. 



r 



PTO/SB/08A (08-03) 
Approved for use through 07/31/2006. 0MB 0651-0031 
. , „ ^ ^ U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paoerworlt Reduction Act of 1995. no persons are required to respond to a collection of infonnation unless it contains a valid 0MB control number 



Substitute for fbnm 1449/PTO 

INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

{UsB as many sheets as necessary) 



Complete if Known 



Application Number 



Filing Date 



First Named Inventor 



Art Unit 



Examiner Name 



V Shfifit I 3; 



Uf I 7 



Attorney Docket Number 



10/019.101 



December 20, 2001 



Hannel et al. 



2161 



Leroux 



PA3545US 





U. S. PATENT DOCUMENTS 


Examiner 
Initials* 


Cite 

NO. 


Document Number 


Publication Date 


Name of Patentee or 


Pages, Columns, Lines. Where 


Number-Kind Co<ie'<"^ 


MM-DD-YYYY 


Applicant of Cited Document 


Relevant Passages or Relevant 
Figures Appear 






5774650 


06-30-1998 


Chapman et al. 








5787427 


07-28-1998 


Benantar et al. 








us- 5787428 


07-28-1998 


Hart 








5793964 


08-11-1998 


Rogers et al. 








"^"5796951 


08-18-1998 


Hamner et al. 








us- 5826010 


10-20-1998 


Joseph et al. 








"s- 5828832 


10-27-1998 


Holden et al. 








us- 5828833 


10-27-1998 


Belvllle et al. 








us- 5835726 


11-10-1998 


Shwed et al. 








us- 5841 970 


11-24-1998 


Tabuki 








"S- 5859978 


01-12-1999 


Sonderegger et al. 








"^5862325 


01-19-1999 


Reed et al. 








us- 5864683 


01-26-1999 


Boebert et al. 








us- 5898830 


04-27-1999 


Wesinger. Jr. et al. 








us- 591 11 43 


06-08-1999 


Delnhart et al. 








us- 591 1776 


06-15-1999 


Guck 








us- 5931917 


08-03-1999 


Nguyen et al. 








'JS- 5941947 


08-24-1999 


Brown et al. 








us- 5951649 


09-14-1999 


Dobbins et al. 









FOREIGN PATENT DOCUMENTS 


Examiner 
Initials* 


Cite 
No.^ 


Foreign Patent Document 


Publication 
Date 
MM-DD-YYYY 


Name of Patentee or 
Applicant of Cited Document 


Pages, Columns, Lines, 
Where Relevant Passages. 
Or Relevant Figures Appear 




Country Code^ "Number^ 'Kind Code*(/f/f/iow/7) 














































































^ 1 




Signature 


Date 

Considered 



considered, include copy of this fomi with next communication to applicant. 'Applicant's unique citation designation number (optional) ^See Kinds Codes of 
USPTO Patent Documents at www.uspto.qov or MPEP 901.04. Enter Office that issued the document, by the two-letter code (WIPO Standard ST 3) * For 
Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. *Kind of document by 
the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. ® Applicant is to place a check mark here if Enalish lanauage 
Translation is attached. ** " 

This collection of infomiation is required by 37 CFR 1 .97 and 1 .98. The information is required to obtain or retain a benefit by the public which is to file (and by the 
USPTO to process) an application. Confidentiality Is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to complete, 
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments 
on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Infomiation Officer U S Patent 
and Trademaric Office. P.O. Box 1450. Alexandria. VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS SEND 
TO: Commissioner for Patents, P.O. Box 1 450, Alexandria, VA 2231 3-1 450. 

If you need assistance in completing the fonn, call 1-800-PTO'9199 (1-800-786-9199) and select option 2. 



PTO/SB/08A (08-03) 
Approved for use through 07/31/2006. 0MB 0651-0031 
^ ^ ^ U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

unoer the Papenvork Reduction Act of 1995. no oersons are recuired to respond to a collection of information unless it contains a valid OMB control number 



Substitute for fbmi 1449/PTO 



INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

(Use as many sheets as necessary) 



Complete if Known 



Application Number 



Filing Date 



First Named Inventor 



Art Unit 



Examiner Name 



Attomey Docket Number 



10/019.101 



December 20, 2001 



Hannel et al. 



2161 



Leroux 



PA3545US 







U. S. PATENT DOCUMENTS 


Examiner 
inntais 


Cite 

NO. 


Document Number 

Number-Kind Code^^*^-' 


Publication Date 

KAKA f>r\ \/\/\/\/ 

MM-UD-YYYY 


Name of Patentee or 
Applicant of Cited Document 


Pages, Columns, Lines, Where 
Relevant Passages or Relevant 
Figures Appear 






^^•5956715 


09-21-1999 


Glasser et al. 








^^'5987611 


11-16-1999 


Freund 








us- 5991 807 


11-23-1999 


Schmidt et al. 








61 78505 


01-23-2001 


Schneider et al. 








^^'6253251 


06-26-2001 


Benantar et al. 








6408336 


06-18-2002 


Schneider et al. 








6785728 


06-31-2004 


Schneider et al. 








US- 












US- 












us- 












us- 












us- 












us- 












us- 












us- 












us- 












us- 












us- 












us- 


/ 







Examiner 
Initials* 


Cite 
No/ 


FOREIGN 

Foreign Patent Document 


PATENT DOCL 

Publication 
Date 
MM-DD-YYYY 


MENTS 

Name of Patentee or 
Applicant of Cited Document 


Pages, Columns. Lines, 
Where Relevant Passages 
Or Relevant Rgures Appear 




Countn^ Code'-Number^-Kind Code^iff known) 


















































































Examiner 
Signature 


1 Date 1 ^ 
1 Considered | | 



IfcDT^^ ; ^"^ communication to applicant. ^Applicant's unique citation designation number (optional). 'See Kinds Codes of 

USPTO Patent Documents at www.uspto.qov or MPEP 901.04. ^ Enter Office that issued the document, by the two-letter code (WlPO Standard ST 3) * For 
Japanese patent documents, the Indication of the year of the reign of the Emperor must precede the serial number of the patent document *Kind of document by 
Oie appropnate symbols as indicated on the document under WlPO Standard ST.16 If possible. ^Applicant is to place a check mark here if English language 
1 ransiation is attached. 90 

net^?!'!^°" information is required by 37 CFR 1 .97 and 1 .98. The information is required to obtain or retain a benefit by the public which Is to file (and by the 
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 hours to comolete 
Including gathenng. prepanng. and submitting the completed application fomi to the USPTO. Time will vary depending upon the individual case Any comments 
on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Infomiation Officer U S Patent 
and Trademark Office. P.O. Box 1450. Alexandria. VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS SEND 
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in compieting the form, call 1 '800-970-^9199 (1-800-786-9199) and select option 2. 



PTO/SB/08B (08-03) 
Approved for use through 07/31/2006. 0MB 0651-0031 

. o ^c»^ * A ♦ *.r.o^ US. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Papenvork Reduction Act of 1995. no persons are required to respond to a collection of information unless it contains a valid OMB contml i 



I number. 



Substitute for form 1449/PTO 



INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

(Use as many sheets as necessary) 



\ Sheet I 



Complete if Known 



Application Number 



Filing Date 



First Named Inventor 



Art Unit 



Examiner Name 



10/019,101 



December 20, 2001 



Hannel at aL 



2161 



Leroux 



of 



Attorney Docl^et Number 



PA3545US 



NON PATENT LITERATURE DOCUMENTS 


Examiner 
Initials* 


Cite 


Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of 
the item (Iwok. magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue 
number(s), publisher, city and/or country where published. 


1 






AZIZ et a!., "Simple Key-Management for Internet Protocols (SKIP) " 
Proc. of INET, 1995. 








RINGEY et al., "Remote Authentication Dial In User Service (RADIUS)," RFC 
2138, April 1997. 








MARRIOTT et al., "Management Policy Service for Distributed Systems " 
IEEE 1996, 








FORD, William, "Administration in a Multiple Policy/Domain Environment: 
The Administration and Melding of Disparate Policies," IEEE 1995. 








SANDHU et al., "Access Control: Principles and Practice,' IEEE 
Communications Magazine, September 1994. 








HERZOG, Shai, "Local Policy Modules (LPM): Policy Enforcement for 
Resource Reservation Protocols," Internet Draft, June 1996. 








"Access Control List View for Objects," IBM Technical Disclosure Bulletin Vol 
35, Issue 5, October 1 992. 








VIARRIOTT et al. "Implementation of a Management Agent for Interpreting Obligation 
Policy." lEEE/IFIP 7th Int'l Workshop on Distributed Operations and IVianagement, 1996. 








EDWARDS, K., "Policies and Roles in Collaborative Applications," Proc. of the 
ACM 1996 Conf. on Computer Supported Cooperative Work, Nov. 1996. 












Examiner 
Signature 


Date 1 
Considered 1 



considered. Include copy of this font, with next communication to appiicant. " 

1 Applicant's unkiue citation designation numlier (optional). 2 Applicant is to place a check n«rk here if English language Translation is attached 
This colledion of m ormation is required by 37 CFR 1 .98. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO 
to process) an application. Confidentiality is govemed by 35 U.S.C. 122 and 37 CFR 1 .14. This collection is estimated to take 2hour8 to ZSeteKh^g 
gathenng prepanng, and submitting the completed application fom, to the USPTO. Time will vary depending upon the M'^Uiual Z^^y^m^Z the 
amount of time you require »o comp ete this fom, and/or suggestions for reducing this burden, should be sent to the Chi7 ln3a«on OffiS^rTs Patert a 
Trademark Office. P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COIMPLETED FORMS TO THIS ADDRESS SEND TO- 
Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. Huur^coa. aenu iw. 



If you need assistance in completing the fomt. call 1-800-PTO-9199 (1-800-786-9199) and select optkx) 2. 



PTO/SB/08B (08-03) 
Approved for use through 07/31/2006. 0MB 0651-0031 

ii«w«r*h«D«»«^«. *• A* U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reductron Act of 1995. no persons are required to respond to a collection of information unless it contains a valid 0MB contrnl r 



I number. 



Substitute for fbmn 1449/PTO 



INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

(Use as many sheets as necessary) 



Complete if Known 



Application Number 



Filing Date 



First Named Inventor 



Art Unit 



Examiner Name 



10/019.101 



December 20, 2001 



Hannel et al. 



2161 



Leroux 



of 



Attorney Docket Number 



PA3545US 



NON PATENT LITERATURE DOCUMENTS 


Examiner 
Initials* 


Cite 
No.^ 


Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of 
the item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue 
number(s). publisher, city and/or country where published. 


T^ 






LAMPSON et aL, "Authentication in Distributed Systems: Theory and Practice," 
Proc. of the 13th ACM Symo. on ODeratlno Svstems Prinrinlp<; Hrt iqqi 








GLADNEY, H., "Access Control for Large Collections," ACM Trans, on 
Information Svstems Vnl 1*> Nn 9 Anr iqq7 








SHEN et a!., "Access Control for Collaborative Environments," Conf. 

i iv^u. ^^11 ^^iiifjuid ou|jpurLt;U OUIIdUOrallVe VVOrK, AUIVI, INOV. ISJcJ^. 








REITER et al., "Integrating Security in a Group Oriented Distributed 
System," Proc. of Research in Security & Privacy, 1992, IEEE. Mav 1992 








"Checkpoint FireWall-1," White Paper, Version 2.0, June 1995. 








YU. C. "Access Control and Authorization Plan for Customer Control of Network Services," 
IEEE Global.Telecommunications Conference and Exhibition, Vol. 2, Nov. 1989. 








TOY, M., "AT&T's Electronic Mail Service for Government 
Users-FTS2000MAIL," Globecom '92, IEEE, Vol. 2, Dec. 1992. 






"Commercial Firewalls and Related FW Products," March 1996. 








"Five Domains of Network Security: Technical Overview of the Eagle " Jan 
1997. 








"Firewalls and Security Related Information" 




Examiner 
Signature 

^EXAMINER: 1 


Date 1 1 
Considered | | 



iiiuuuB copy OT inis roim win nexi communicaiion to applicant. 
1 Applirant's unique cNation designation number (optional). 2 Applicant is to place a check mark here if English language Translation is attached 
This collecfton of .nformation «s required by 37 CFR 1 .98. The information Is required to Obtain or retain a benefit by the puMk: which is to file (and by the USPTO 
aJ^'^n^^^'^'^T. ^r'f "'f*" "r- and 37 CFR 1.14. This coltection is estimated uTtake 2 hours to «Xlinchiding 

gathenng prepanng, and submitting the completed application fomi to the USPTO. Time will vary depending upon the individual case Any comments m the 
amount of time you require to complete this fomi and/or suggestions for reducing this burden, should be sent to the Chief InformatoTofflS^rTs Patert and 
Trademark Office. P.O. Box 1450. Alexandria. VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRE^ SEND Ta" 
Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. «""r«nK,. send to. 



If you need assistance in completing the fonm. can 1-800-PTO-9199 (1-a00-786-9199) and select option 2. 



. PTO/SB/08B (08-03) 
Approved for use through 07/31/2006. 0MB 0651-0031 

iMH-.P*K^D . . ,.r.r.. U.S. Patont and Trademark Officc; U.S. DEPARTMENT OF COMMERCE 

under the Paperwork Reduction Act of 1995. no persons are required to respond to a collection of information unless it contains a valid OMB control number 



Substitute for form 1449/PTO 



INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

(Use as many sheets as necessary) 



Complete if Known 



Application Number 



Filing Date 



First Named Inventor 



Art Unit 



Examiner Name 



10/019,101 



December 20, 2001 



Hannel et al. 



2161 



Leroux 



LSheet 



of 



Attomey Docket Number 



PA3545US 



Examiner 
Initials* 


Cite 
No.^ 


Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of 
the item (book, magazine, joumal, serial, symposium, catalog, etc.), date, page(s), volume-issue 
number(s), publisher, city and/or country where published. 








"Checkpoint FireWall-1 Metadigm Ltd., 1996. 








Computer Dictionary, 2d ed„ Microsoft Press, Redmond, Washington, p. 215. 
Oct. 1993. 





































































Examiner 




Date 1 1 


Signature 




Considered | | 



wv^«..,tr.. Hua. .. .oieiBMi^o wri;>iuereu. wneiner ar noi ciiaiion is in conTormance with MPtP 609. Draw line through citation if not in confomiance and not 
Gonsfdered. Include copy of this form with next communication to applicant. 

1 Applicant's unique citation designation number (optional). 2 Applicant Is to place a check mark here If English language Translation Is attached 
This collection of infomiation is required by 37 CFR 1.98. The infomiation is required to obtain or retain a benefit by the public which is to file (and by the USPTO 
to process) an applicatjon. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection Is estimated to take 2 hours to complete, including 
gathenng. prepanng. and submitting the completed application fomi to the USPTO. Time will vary depending upon the individual case Any comments on the 
amount of time you require to complete this fomn and/or suggestions for reducing this burden, should be sent to the Chief Information Officer. U S Patent i 
Trademark Office, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS SEND TO- 
Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 



and 



If you need assistance in completing the fonv, call 1-800-PTO'9199 (1 -800-786-9199) and select option 2. 



Under the Paperwork Reduction Act of 1995; 



PTO/SB/122 (0445) 
Approved for use through 07/31/2006. 0MB 0651-0035 
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 



CHANGE OF 


Application Number 


10/019,101 


^ 




December 20, 2001 


CORRESPONDENCE ADDRESS 


Filing Date 


Application 


rirsi iNameo invenior 


Hannel at al. 


Address to: 


Art Unit 


2161 


Commissioner for Patents 
P.O. Box 1450 


Examiner Name 


Leroux 


\^ Alexandria, VA 22313-1450 , 


Attorney Docket Number 


PA3545US 





Please change the Con^spondence Address for the above-identified patent application to: 



The address associated with 
Customer Number: 



22830 



OR 



I I Firm or 

Individual Name 



Address 



City 


State 


Zip 


Country 


Telephone 


Email 



data associated with an existing Customer Number use "Request for Customer Number Data Change" (PTO/SB/124). 
I am the: 

Applicant/Inventor 



□ 
□ 

□ 



Assignee of record of the entire interest. 

Statement under 37 CFR 3.73(b) is enclosed. (Form PTO/SB/96). 

Attorney or agent of record. Registration Number 32.246 



Registered practitioner named in the application transmittal letter in an application without an 
executed oath or declaration. See 37 CFR 1.33(a)(1). Registration Number 



Typed or Printed 
Name 



Kenneth M. Kaslow 



Date March 1, 2006 



Telephone (650)812-3400 



NOTE: Signatures of all the inventors or assignees of record of the entire interest or their representative(s) are required. Submit multiple 
fomis if more than one signature is required, see below*. 



Total of 1 fonms are submitted. 



This collection of tnfomiation is required by 37 CFR 1 .33. The infomnation is required to obtain or retain a benefit by the public which is to file (and by the USPTO 
to process) an application. Confidentiality Is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 3 minutes to complete, 
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the Individual case. Any comments on 
the amount of time you require to complete this fomi and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademarit Office, U.S. Department of Commerce. P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS 
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 



If you need assistance in completing the fonn, call 1 '800-970-9199 and select joption 2. 



